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ABSTRACT

This document provides an overview of overcoming the information technology (IT) security challenges associated with implementing a campus wide, open protocol, supervisory control and data and data acquisition (SCADA) system. SCADA systems may also be referred to as energy management systems (EMS). Energy management systems now tie in tens of thousands of points on a campus and rely heavily on a structured topology to operate and maintain building automation equipment. My direct experience comes from managing an open system integration at the Xerox Corp. Webster, NY campus.  

 Energy management systems have come a long way since their inception in the 1960’s. Most energy management systems used today were developed long before public and private IT networks or desktop computing were brought into business operations, and therefore the need to include security measures for these systems was not anticipated. At the controller level, the underlying field bus protocol was usually based on a proprietary IP stack that was not fully tested for security vulnerabilities or a serial communications link which was even worse. If compromised, these primitive devices were prone to denial of service attacks, buffer overflows, worms, viruses, and many other technology based attacks. Many of the workstations and servers that host the EMS applications are using UNIX or Windows based operating systems that have their own IT vulnerabilities that must be addressed without disconnecting the communications to the field devices. Since IT networks became incorporated as standard business practice, it has become more cost effective to piggyback onto these existing corporate networks in order to implement a campus wide 
EMS. In order to do this, the serial communications have been standardized into TCP/IP communications.  Standardization of these EMS systems has now opened them to the same IT security challenges that have plagued other IT systems for years. 

Bringing multiple proprietary automation systems into a single open system requires many servers with unique jobs in order to work effectively. In an open system, integration of existing proprietary systems requires converting the proprietary protocol into an open protocol that can be utilized by the entire system. Web based systems are becoming more and more popular due to their portability and ease of use with existing web browsers. This requires the system to utilize a web server to serve up the web pages to the client machines and secure the servers with current IT security tools such as SSL.     

Users of the system are another source of IT security vulnerability.  Users are one of the weakest links in the security program due to their background. The majority of users on the system have limited IT or computing background which makes it difficult to keep systems secure. 

In order to overcome IT security challenges administrative and technical controls need to be put in place and enforced. The first step is to discover the security gaps in the system. There are many technical ways to overcome security vulnerabilities in today’s open energy management systems. Also, education of end users is a key ingredient in securing the systems. After the technical vulnerabilities have been fixed and the end users trained on how to securely use the systems the systems need to be enforced to make sure the security measures remain in place. Evaluation of the system must be done continually to maintain virus protection, application, and operating system updates.

INTRODUCTION
SCADA and industrial control systems, with their traditional domain of proprietary networks, hardware, and software, have long been considered immune to the cyber attacks suffered by corporate information systems. However, this is not true based on both academic research and experience in the field. The move toward open standards such as BACnet and LonWorks that use Ethernet, TCP/IP, and web based systems allow hackers and malware to take advantage of the control industry’s ignorance. This results in a growing number of unpublicized cyber-based attacks that are affecting critical infrastructure and manufacturing industries. Today’s EMS systems are a combination of legacy equipment and modern technology. Network enabled devices such as routers, switches and Windows-based operating systems are now quite common in EMS systems, bringing with them the vulnerabilities that occur at desktop computing environments at the corporate network level. 

Another growing trend is web based SCADA systems. One of the major draws for implementing a web based energy management system is to reduce the amount of labor required to manage a large campus. Having a web based system is also a lot more portable in terms of being able to view the system from many different places. Moving towards a web based system requires many security measures to be put into place for limiting access to those who should be controlling the system as well as protecting the system from outside intrusions. One way of accomplishing this is to make the machines that serve the SCADA system non-internet facing. 

Managing the vulnerability of SCADA systems needs to be a top priority for the organization managers due to the ever increasing threat from hackers, malware (worms, viruses etc.) and other IT threats. Vulnerability is simply evaluating where exposure is greatest and access control is weakest. Considering the advances in process control and network technology, executives, information system managers, and system analysts should have a greater understanding of potential misuses of this communication medium.

Storing and sharing of energy related data can be extremely helpful to a company for year over year comparisons of energy usages etc. These systems in an organization strive to achieve energy efficiency through well laid out procedures and methods, and to ensure continual improvement, which will spread awareness of energy efficiency throughout an entire organization. SCADA system cost savings vary according to the load being controlled. Typically, they can help reduce energy costs 10 to 30 percent, with payback periods usually less than two years. This being the case more and more building owners are implementing open platform building control systems. An open platform system is one which easily integrates to other building control systems using a non-proprietary standard protocol. Implementing this type of system relies heavily on having a strong IT plan especially if the energy management system is to be used with web based access. Organization managers need to have a well laid out plan and work closely with IT professionals in order to implement and maintain a secure system.
HISTORY OF SCADA/EMS
SCADA systems began in the early 1960’s as a way to implement I/O control between a master station and a remote terminal unit (RTU). During this time, telemetry networks were used and the data would be stored on mainframe computers. Early on in their inception, energy management systems were run on their own cabling using RS-485 network media and used their own proprietary communications protocol. 
In the early seventies, Distributed Control Systems (DCS) were developed. The ISAS5.1 standard defines a distributed control system as a system that while being functionally integrated consists of subsystems, which may be physically separate and remotely located from one another. Large manufacturers and process facilities utilized DCS primarily because they required large amounts of analog control. At this time, programmable logic controllers (PLC’s) came out and had more memory than RTU’s and also didn’t need to take directions from a master controller. 

Many early EMS systems were centralized and hierarchical in nature and utilized mainframe computer technology. Without the use of standards, many proprietary communication protocols were developed and are still in use today. IEEE 802.4 is the protocol that defines the media access control (MAC) layer used in bus networks which is used commonly for process control networks. This protocol is no longer a working group and is not widely used or supported in the IT world. IEEE 802.3 is used on corporate data networks. So now we have devices communicating to each other over 802.4 and communicating up through an 802.3 device and across the corporate network.
Early on proprietary control software was built without any security measures in place. Simple passwords were used and usually left at the default factory settings for ease of use. Also, vendors routinely left backdoor accounts open for servicing the system creating easy access to the system.
While corporate data networks were built with security in the forefront during the design phase, energy management systems were developed simplistically with little or no security considerations. Now that these two networks are being combined, security patches and all other measures to bring proper security to the energy management systems must be implemented.  

PROBLEMS TO OVERCOME
The staffs that typically maintain a SCADA system usually do not have a strong IT background and are more familiar with keeping control of equipment that the SCADA system serves. These staff also may not be receptive to IT staff recommendations as some of the IT security solutions imposed might make user jobs more complicated. This is why communication of policy and procedure is crucial for the end user staff and for the project to succeed. The SCADA system staffs need to be well trained on how to securely log in and out of the system and protect company assets by not giving out passwords. 
The operating systems that host the SCADA systems have the same vulnerabilities as the systems on the corporate network. Many SCADA systems require zero downtime in order to view process or environment conditions constantly, making patching the system against viruses, worms, and other IT threats all the more difficult. 

User authentication to the system from a maintenance or control monitoring station may create an inconvenience to users. With different levels of mechanics and technicians that need to get onto the system to look at equipment, maintaining separate accounts and passwords can be cumbersome at best. Separate accounts are also needed for user accountability to changes made to the system. 

Remote access is becoming more commonplace as control systems spread out over large organizations. These types of access range from dial-up access to VPN across the internet. This adds another point of entry into the system that needs to be secured. The more connection points the SCADA system has the more vulnerable it becomes. If a SCADA system is linked directly to the corporate network without any security measures in place then the risk of unauthorized access to both networks increases.

In SCADA networks, the use of intrusion detection systems and firewalls is not common. SCADA system staff generally does not have the background to review security logs and the potential for vulnerability exploits becomes greater. Also antivirus and operating system updates are not usually maintained in a SCADA system.

Many SCADA systems today communicate via microwave, data radios and cellular packet services. Depending on how these communication mediums are used and what kind of security is implemented they can be vulnerable certain types of debilitating attacks. The processors of remote equipment used to control mechanical equipment on a SCADA network typically do not have any security measures built in so physical access becomes a problem. By design most SCADA software packages were designed with the idea of functionality first and security last or even at all, making the system fundamentally not secure. 

Denial of service is a major potential source of danger for a SCADA system. Denial of service attacks intentionally blocks or degrades a computer or network. An attacker makes resources inoperative by taking up the shared resources’ time so that other processes are effectively stopped. This can be accomplished by taking up disk space, CPU slice, network applications, etc.

All of these problems can be resolved by taking time to put together a plan to secure the SCADA system. Working together with IT professionals, organization managers need to make system security a priority in order to protect company assets. 
HOW TO OVERCOME THE PROBLEMS
The first step in securing a SCADA system is to disconnect any unnecessary connections to the SCADA network. As is the case with corporate networks, isolating the network is one of the best practices for data security. Where a direct connection to another network will provide faster data speeds and easy configuration it is the most insecure connection method. To accomplish isolating the SCADA network out, demilitarized zones and data warehousing can be used to transfer data between the corporate and SCADA networks. If a connection to the corporate network is necessary then access control lists need to be set up on the gateway to the corporate network for users to gain access. 
For any remaining connections to the SCADA network, penetration testing should be done to check for vulnerabilities to network. This should be one of the first steps in the risk management process for securing the network. Each point of entry to the network should be secured with some type of intrusion detection system, firewall or similar device. Access control lists should be set up to allow only certain hosts to connect to the network as well as information being sent from the network. The organizations management must understand the security measures that are in place and be responsible for any risks associated with them. 

Network and system services must be limited or disabled to provide further security to the SCADA network. Remove or disable services and network daemons that are not being used by the SCADA network in order to reduce the security risk. Thorough risk assessment of the network is extremely important especially when the SCADA network is connected to the corporate network. For example the BACnet protocol runs on UDP ports 47808 and 47809 and needs to be permitted to pass through the router to get information out to users. Operations managers need to verify that it is acceptable risk to allow those ports to be open on an edge router that connects to the corporate network. There are many guidelines available for configuring systems for security such as the National Security Administrations (NSA) guidelines. Vendors that are providing the SCADA system need to be aware of the system and network requirements for corporate security standards and meet those requirements. Any changes made to the system must be approved by the organization manager and documented.

Relying on proprietary protocols is not an acceptable way to protect the SCADA system. Many older and some new SCADA systems rely on proprietary communications between field devices and servers. This idea of protection based on “security through obscurity” is not a sufficient way to secure the network. Many proprietary systems are set up with default settings intact. If proprietary systems are existing at the site, the vendor providing the system must put the proper security measures in place to bring the system into corporate security standards. Many times factory default settings are left in place in order to afford the most usability to the system. All security features must be set to offer the maximum level of security. 

Backdoor accounts or access to the system for vendors is the most vulnerable point of access to any system. Backdoor access by vendors of SCADA systems must be limited or reviewed for security risk by the organization owner. Where backdoors or vendor connections do exist, strong authentication must be implemented to ensure secure communications. Types of access into a SCADA system include; modems, wireless, and wired networks and represent a significant vulnerability to the SCADA network and remote sites. War dialing is the practice of dialing out every phone number in a given area in order to reach a computer. War driving is the practice of driving around with an antenna and a computer in order to find open wireless access points. Both of these practices could allow an attacker to bypass all other controls and have direct access to the SCADA network or resources. To minimize the risk of such attacks, disable inbound access and replace it with some type of callback system and limit the range of frequency for the access points and implement strong wireless encryption standards. 
For ongoing security control, audits on the systems and network can be used to make sure security controls remain in place. Keeping development systems in place to test vulnerabilities and patches will help keep the production system robust. Companies must have a well laid out process in place with discrete steps for getting to and remaining in compliance. Creating a timetable for application and operating system scans will help keep the organization on track and up to date on security patches. 

Organization personnel need to understand the specific expectations associated with protecting information technology resources through the definition of clear and logical roles and responsibilities. Policies and procedures need to be in place, clearly defined, and understood by everyone in the organization. In addition, daily users of the system such as control system engineers need to be given sufficient authority to carry out their assigned responsibilities but limited to becoming the “key holders” to the system. Also, a security escalation procedure must be in place to notify the proper personnel in case of an emergency.

Documentation of the system is one of the primary pieces required to maintaining a secure system. System architecture must be laid out and roles of each piece of the system clearly defined. Log books must be kept and maintained that document configuration settings of all equipment connected to the SCADA system. This documentation should also remain in a secure place. 

Successfully being able to back up and recover data from the SCADA system when there is a disaster is one of the most crucial aspects of maintaining a functional SCADA system. In terms of energy analysis and year over year comparisons the data stored by the SCADA system can be one of the biggest parts of providing a return on investment from the system. A well laid out disaster recovery procedure must be in place and tested at least bi-annually on development machines. 

CONCLUSION
SCADA systems started out as disparate networks to control process equipment. They have since evolved into energy management systems that still control the same equipment but can now do advanced functions such as demand limiting and load shedding to save money by managing energy usage. Integration to existing corporate networks is crucial to providing decision makers and engineers with real time information to better manage sites efficiently. Keeping up with the changing nature of today’s cyber attacks is a daunting challenge, however, with proper training of end users and continuous monitoring and maintenance a secured energy management system can be achieved. By implementing an open system (such as BACnet or LonWorks) there is no reliance on proprietary hardware and software with proprietary communication protocol that lacks any security standards. As outlined above, there are many problems associated with unsecured energy management systems that are prevalent today. As more and more of these systems are being connected to corporate networks the security vulnerabilities must be remedied to maintain secure networks on both ends and safe from attacks. 










